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Executive Summary

Development Standards & Practices Used

List all standard circuit, hardware, software practices used in this project. List all
the Engineering standards that apply to this project that were considered.

Summary of Requirements

Determine limitations of APIs available for interpreted languages, and
what is useable for potential knowledge of other code running

Using the limitations, the data valuable and useable in the creation of
machine learning models to analyze data from functions

Attack code that collects data, then uses a machine learning model to
classify the recorded data

If possible, using this classified data, analyze potential leaked information
from other serverless functions running at the same time

If leakage is found, report through the proper channels to get the
vulnerability fixed

Created a formal detailed analysis of our findings, in a presentable manner

Applicable Courses from Iowa State University Curriculum

Com S 227, 228, 309
Cpr E 437x

Cpr E 381

Cyb E 230, 231, 331
CpRE 308

New Skills/Knowledge acquired that was not taught in courses

Knowledge about cloud computing, specifically relating to serverless
functions.

e Understanding of different virtualization types, and how they interact
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1 Team
1.1 TEAM MEMBERS

MicHAEL GOHR

DiLLoN HACKER

CAMERON HURT

SAMUEL POTTER

TRENT WALRAVEN
1.2 REQUIRED SKiLL SETS FOR YOUR PROJECT
AWS Serverless Functions
Virtualization
Coding

Data Analysis
Communication

Security Knowledge

1.3 SKILL SETS COVERED BY THE TEAM
Internal communication
Task scheduling

Coding

Virtualization

Security Knowledge

1.4 PROJECT MANAGEMENT STYLE ADOPTED BY THE TEAM
e Agile methodology (frequent meetings, achievable smaller tasks/deliverables between
them)

1.5 INITIAL PROJECT MANAGEMENT ROLES

Micheal Gohr: Team organization and individual component design

Dillon Hacker - Client interaction, note taking/meeting minutes, and testing.
Cameron Hurt - Oversee testing, and ensure coverage

Trent Walraven - Meeting coordination and record keeping when needed

Samuel Potter - Component creation coordinator, documentation creation
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